This paper presents work for the development of a framework to assure the security of networked medical devices being incorporated. The paper focuses on one component of the framework, which addresses system development processes, and the assurance of these through the use of a Process Assessment Model with a major focus on the security risk management process. With the inclusion of a set of specific security controls and assurance processes, the purpose is to increase awareness of security vulnerabilities, risks and controls among Medical Device Manufacturers with the aim of increasing the overall security capability of medical devices.
Introduction
The increase in networked Medical Devices (MDs) proves to be beneficial from both a business and medical point of view. However, there is a growing awareness of new security risks, threats and vulnerabilities associated with their use. The concern among the MD community is that technology has advanced but the security processes have not yet [1] . This became evident following a number of controlled hacking demonstrations where security researchers proved the vulnerability of MDs [2], [3], [4] . Also the Government Accountability Office (GAO) inquiry into the FDA's assessment of MDs in 2012 [5] highlighted the lack of consideration for security vulnerabilities during the FDA's MD approval processes. This paper discusses one of the two components of the security assurance framework: the process assurance. The other element of this framework deals with final product assurance [6] but is outside the scope of this paper. Section 2 describes the process assurance and discusses key standards. Section 3 concludes the paper and details the expected impact this research will have both on MDMs and regulatory compliance.
Overview
The key objective is the development and implementation of a Process Reference Model (PRM), a Process Assessment Model (PAM) (including a Process Measurement Framework in compliance with IEC/ISO 15504-2 [7]) for the assurance of MDMs development processes and the establishment of a process capability level.
The aim is to positively impact MDMs in their design decisions during the development of MDs. Figure 1 , shows a high level architecture for the security assurance framework. 
